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Fig. 1. Live view from one of the measurement points offievidentia++ £, o
test-bed. Sensors (i.e. cameras, radars, LIDARs) observe the highway all {f .
time from which a digital twin of traf ¢ is created providing the tracks of
the detected objects (white squares and object IDs). Our approach perfor.
continuous online safety checks based on RSS. Vehicles can receive &y iq up the digital twin of the ITS, while the driving behavior is not.

check results which_ show how to escape from potential hazardous situatiog§geq on safety-grade map and environment data the safety guard validates
(sketched overlapping safety envelopes) and get guarded by the systemne planned trajectory of the vehicles to prevent from violating safety goals.

Integration of a safety guard component into an ADS architecture,

sely based on upcoming SAE J3131 recommended practice [17]. The

sensing system (i.e. cameras, LIDAR, RADAR), the sensor processing and
& world modeling functional blocks (highlighted in yellow) are required

Il. SPECIAL REQUIREMENTS OF AN
INFRASTRUCTURE SAFETY GUARD

Figure 1 depicts a live view from therovidentia++ test- Adding safety mechanisms to an ITS with the purpose

bed for which the safety guard functionality is designed fofC inform the respective vehicles in case the safety guard
The development of vehicle safety monitors encompass maAgteCts a dangerous situation requires reliable, safe and se-
mandatory requirements on the reliability and integrity of th&§Ur¢ communications providing time guarantees. If a reliable
overall system [14], [15]. However, this Section discusses tHePmmunication channel between ITS and vehicles cannot
additional requirements that arise from the application of thB€ guaranteed, the safety guard service has to stop its

safety guard within the infrastructure exceeding the scope gPeration. Because of this, ADS vehicles should not rely
a safety module running within an ADS. on the ITS safety guard alone in order to drive safely, but

these can bene t like other vehicles from additional reliable

A. Independence from planned trajectory information from the infrastructure enhancing the overall

From an abstract point-of-view the safeguarding taskafety of the traf c. But even if a dependable communication
seems similar at the infrastructure scale or within a vechain is in place, the safety guard must be able to cope with
hicle. Both require a reliable representation of the worldhe latency introduced by the communication overhead.
model as input to evaluate if the trajectory of the vehicle Communication within the ITS is not limited to the vehi-
is safe. Figure 2 sketches a generic functional referenedes participating in the safety service. The latency between
architecture of an ADS. The functional blocks in yellowthe infrastructure sensors installed at the measurement points
are also mandatory for the digital twin of an ITS. Oneand the road-side units (RSU, infrastructure compute unit)
major difference is that while an ADS, in general, containyaries, because the natural surrounding has to be taken
a trajectory planner module providing its plan for the neanto account on the planning of the measurement system.
future as an input to the safety guard module, an ITS doésitencies of in-vehicle sensors to the in-vehicle compute unit
not have this information. A possible solution would be dECU) is smaller and bounded as part of the operational
trajectory prediction module that provides multiple optionslesign domain of the vehicle automatioRrovidentia++
for each observed vehicle with assigned uncertainties. ia deploying 5G to provide guarantees on the message
the long run, an ITS might even provide this trajectontransmission latency between the ITS and the respective
planning functionality based on the digital twin as a addvehicle. The latency of the measurement systems has to be
on service to some of the road users which then hand ovéetermined as part of the system setup and the safety guard
the complete driving task to the ITS under certain conditionglight have to support varying latency values in different
and constraints e.g. for a limited period of time or a limitedegions of the serviced area.
geo-fenced area, but such implementation is currently limited Furthermore, while the safety system in a vehicle can be
in practical application. The safety guard shall be able toptimized for a xed con guration, an infrastructure-based
support all vehicles connected to the system. Human drivaystem needs to cope with a variety of different vehicles. It
vehicles will not be able to provide a concrete trajectory ohas to consider the complete range of driving performance
even a route they intend to take in a reliable manner. Alsparameter values of different types of AD or ADAS vehicles,
without clear standards and regulatory practices, there cowddch as breaking and acceleration parameters, reaction times
be the case where a particular ADS implementation isn't ablend beyond, it must be able to cope with maneuver execu-
to access a shareable representation of the future trajectdign differences performed by individual human drivers in
for example if they apply Perception-To-Control deep neuralehicles equipped with or even without warning systems.
networks [16]. Section IlI-B discusses in more detail howSection 1lI-C describes how the approach based on RSS
this affects the proposed RSS based safety guard. copes with different reaction times and varying latency to

B. Reliable Communication and Latency
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ensure the safety maneuvers can be executed on timehwehaves as expected. If this so called proper response is
prevent from potential collisions. deployed by the respective ego vehicle the RSS safety model
acts as a safety guard.
On structured roads a state is considered dangerous, if
Similar to in-vehicle systems, the accuracy and uncertaintyoth the longitudinal as well as the lateral safety envelope
of the infrastructure based digital twin will not remainare compromised. Thereby, the positive longitudinal safety
constant over time. While this is common for all perceptioristanced,,;, in a vehicle following scenario is e.g. de ned
systems [18], an infrastructure based system is expectby the distance, the ego vehicle at spgeah the back covers
to show reduced uncertainties: The sensors are xed while accelerating with ., during its response time,
the world frame and static parts of the environment angdlus the distance the ego requires when starting to brake
dynamics entities of the roadside, like the state of the traf after response time with a deceleration of at leagt,,
lights, are well known. Furthermore, the scene is observedinus the distance the front vehicle at spegdrequires
from different measurement points with different eld-of when braking immediately with a deceleration of at most
views such that occlusion are reduced to a minimum [19],,... The parameters, .x; min @Nd .y Of Equation
and can be reduced further by the installation of additiongll) must be selected wisely to cover reasonable worst case
measurement points if required. Another advantage of tressumptions. Selecting the global worst case for a vehicle
digital twin over an in-vehicle setup is its independencdraking in front would require to assume maximum possible
from power consumption and therefore, gives more exi-deceleration of any vehicle allowed on the road; for the ego
bility on the computational resources to be deployed. Whileehicle in the back a global worst case might have to consider
the infrastructure is supposed to provide better perceptighere could be oil or mud on the road and the braking forces
accuracy and have less problems on tracking than on-boaatk limited. This would lead to overly conservative safety
perception in most of the covered area, the accuracy willistances which would limit the usability in daily traf c.
be lower in other areas with less redundancy or even patrtial
blind spots due to light/atmospheric conditions and the safety s (et max )? v2
guard needs to operate on all areas equally. Therefore, errofbnin = Vi +0:5 pax “+ -
and inaccuracies of the digital twin world model have to be
taken into account on the implementation of the safety guard
(see Section I1I-D). B. RSS requires no trajectory

The requirement on independence from the vehicle's ac-
tually planned trajectory discussed in Section II-A makes
Vehicles entering the region of the safety guard operaft hard to transfer AD safety systems designed tightly
ing on a local roadside unit might have been tracked angtound actual trajectories like e.g. [20]. Since the RSS safety
evaluated at an adjacent node of the ITS before. While th&ecks [11] are based only on the current (instantaneous)
periphery is less relevant for an in-vehicle safety guard, th&tate of the ego-vehicle and the state of the other trafc
ITS safety guard shall work without gaps, so that relevamiarticipants, RSS can be applied as a metric in the context
safety check states have to be preserved while the vehiclgs|TS. Applying RSS from each vehicle's perspective in-
are roaming through different ITS nodes when deployed oglividually allows the calculation of their respective safety
a large scale. While the issue of coverage gaps is a genegivelopes. Furthermore, the RSS safety model provides
problem for intelligent infrastructure to be solved within theguidance of what countermeasures an individual vehicle must
digital twin framework, the safety guard application will addtake to escape from a hazardous situation. This enables the
additional data requirements to be monitored and passeglfety guard to not only warn the vehicles when getting in
between transitions. danger, but also to proactively compute optimal responses
lIl. DESIGN BASED ON to each vehicle for the situation providing maneuvers to the

RESPONSIBILITY-SENSITIVE SAEETY affected vehicles to prevent collisions.

This Section describes our proposed approach based &n RSS supports customizable latency
RSS as safety metric in form of a doer/checker and discussesThe mathematical model of RSS explicitly considers the
why RSS is well-suited to full the special requirementsresponse time of a trafc participant in all equations
towards an online safety guard at infrastructure scope. de ning the safe distances [11]. Varying latency values of

o » traf ¢ participants as discussed in Sections 1I-B can be

A. Responsibility-Sensitive Safety as safety guard addressed by customizing individual response times as an

RSS [11] continuously monitors the current state of théput to the safety guard for each vehicle accordingly. This
environment, in order to determine if the ego vehicle is in allows to select the model parameters in a situation speci c
safe state. If the ego vehicle is not in a safe state, accordinganner. For example, the ITS and the vehicles within the
to [11] de nitions, RSS provides a response action that wilkystem could negotiate parameter settings such as response
bring the car back into a safe state, so that the ego vehicletime to customize for early warnings or compensate for
not causing a collision with another road actor, if the othetemporary environmental events such as bad visibility.

C. Accuracy

2 min 2 max
(&

D. Roaming of vehicles

2577

Authorized licensed use limited to: Technische Universitaet Muenchen. Downloaded on March 23,2022 at 09:13:21 UTC from IEEE Xplore. Restrictions apply.



D. Inaccuracies can be handled by RSS errors within the provided input ranges are mitigated. As

The RSS saf del itself d td h measurement uncertainties are present within ITS as well as
. € sa ety model itself doesn't e ne owacpncretﬁ] vehicles, any appropriate solution like e.g. [23] can be
implementation of RSS must cope with inaccuracies ang plied to consider these, t0o

uncertainties. Shalev-Shwartz et. al [11] discuss the effect OPHowever, in the presence of uncertainty, we still need to

errors and inaccuracies in the sensing state on the driv"bgovide an answer to the question of how much con dence
policy and propose t(? consider I_Drobably-Apprommatg[yrntervals need to be increased to ensure safety? Mathemat-
Correct sensing data in the learning phase of the d”‘""ﬁ%ally the uncertainties are distributions spanning over the

pO_I'CY' Our proposed apprloach n 'the contgxt of thg d'g't"’U\/ ole value range. Therefore, every interval selected like e.g.
twin is not based on machine learning techniques. It is bas will introduce also a residual error, which decreases by

on the publicly available implementation of RSS [21] and It?ncreasing the interval. But the more the interval increases,

@ntegratior) intof %AR;A. dlrivin_g sims!ator [Zi]'_ ThSeref_ore,”the larger the safety envelope becomes; which from the pure
Inaccuracies of the _|g|ta twin as discussed In ec_t|on safety point-of-view might look great, but on the other hand
C have to be taken into account by other means, like e.

deol d . f th ided id 4 I@omes with the cost of undesired large safety distances.
eploy condence metrics of the provided world mo . Therefore, the selection of the con dence interval has to be

cons!der gncertamty estimation or reasonable quSt CaGrformed wisely. In ITS it is expected that variances will be
conS|de_rat|ons based on fused contextual information wh Deal and can be accurately modeled, therefore the negative
calculating the safety envelopes: effect of con dence variations should be reduced, compared

1) Handle occlusionsMost of the remaining false nega- to on-board system implementations. Finally, to reduce the
tives observed at the digital twin can be mitigated, by considmpact of the remaining residual error, an additional mini-
ering occlusions as de ned by [11], De nition 26. Therefore, j,um safety margin in longitudinabt® >=0) as well as
in this implementation we extend the RSS library to bgn |ateral direction d¢3i, >= 0) might be applicable. An
able to inject arti cial vehicles and pedestrians. The creatiogqditional consideration of minimum safety margins is that
of reasonable parameterized arti cial vehicles/pedestrians {ﬂey could be combined or considered to provide individual
occluded areas leads to more cautious driving behavior B’hfety comfort preferences which would be customized by
areas with limited visibility, as the safety guard will reportihe yehicles themselves through interactions with the road
a dangerous situation for a potential safety critical hiddeffrastructure (comparable to the individual con guration of
vehicle/pedestrian. desired distance in an ADAS adaptive cruise control).

2) Consider measurement uncertaintieSthe current In the extended digital twin of thBrovidentia++ project,
open-source implementation &SS Open Libraryntended providing information on measurement uncertainties is not
for research on the RSS safety model is already consideriegtablished yet due to lack of practical measurements. The
inaccuracies in the transformation from the Cartesian c&ccuracy of the predecesdenovidentiadigital twin [19] was
ordinate frame into the lane-based system if curved lanesported with a root-mean square error of the spatial position
are considered. Within a curve the distance between twa longitudinal direction of |, = 3:27mand 1, =0:53m
vehicles depends e.g. on which side of the curve the distaniegerally. At this, the vehicles dimensions were not taken
is measured (see also the discussion on the selected laie account and the positions were either at the front or the
based coordinate system [21]). The implementatiolR86 rear of the vehicles while the ground truth positions actually
Open Library overcomes this issue by turning the lengthyere the centers of the vehicles. Therefore, these values
of the lane segmentsinto intervals of[l in; Imax] @and the incorporate a displacement of about half a vehicle length of
actual transformation into the lane-based system consid&gm in average, leading to approximately,, = 0:97 m.
the reasonable worst case for the actual safety calculationsonsidering & interval on expanding the safety envelope

Infrastructure based uncertainties on the estimated objem the safety guard would lead to a longitudinal extension of
pose, extent or speed can be modelled to be coverage dep@ng, = 2;91 mat front and back of the vehicles and a lateral
dent (i.e. region specic) and temporary (e.g. under certaiextension o8 1,; = 1;59 mat both sides which would make
light/weather conditions). These can be faced in a simildhe safety guard extremely conservative. Therefore, this will
manner as the inaccuracies on the coordinate transformatidie evaluated based on the upcommigvidentia++ digital
Within the RSS Open Librarghe pose and the dimensiontwin once increased accuracy and robustness is enabled.
of the vehicles are represented in formamfcupied regions 3) Consider classi cation uncertaintiesThe RSS model
within the lane-based system. The exemplary implememprovides a variety on parameters in terms of braking and
tation at RSS map integratioperforms map-matching of acceleration values (see Section 1lI-A), that go beyond the
the vehicles with their pose and dimension to calculateeaction time parameter already discussed in Section llI-
these occupied regions. Inaccuracies in pose and dimension The safety guard is affected by inaccuracies in object
can be considered by increasing these occupied regiodsssi cation only if the parameterization of the considered
respecting the reference point of the detections. Inaccuracigaf ¢ participant classes actually differ from each other. In
in speed can be taken care by turning the speédto an such cases, additional arti cial vehicles can be injected using
interval [Vimin; Vmax]- This way, the core RSS calculationsdifferent parameters to cover all relevant cases, similar to the
consider the respective reasonable worst case and ensure thggcted ones suggested in Section IlI-D.1.
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VI. CONCLUSIONS [5]

In this paper we discussed the special requirements for
implementation of a global safety guard within an intelli-
gent transportation system that provides safety guaranteé@
for the vehicles subscribed to the service. We outlined
limitations of applying existing on-board safety models to

the infrastructure and elaborated how the Responsibility-
Sensitive Safety model overcomes these since it doesn

I/

require to know the trajectories of the vehicles, it supports

agent-based customizable latency settings and is able to copg

with inaccuracies. RSS is well-suited to ful | the ITS safety
guard special requirements. Vice-versa, the application of a
global safety guard feeds back a set of requirements to the

underlying digital twin.

(9]

Furthermore, we introduced our exemplary implementa-
tion to realize a global safety guard for the digital twin of[10
the Providentia++ project and showed that a large variety
of traf ¢ participants can bene t from the deployment of the

safety guard results: from passive driver warning systems

active in-vehicle collision prevention systems towards the
augmentation of existing safety modules in ADS vehicled12]
Furthermore, we illustrated the great potential of a global
safety guard to increase the safety within the supervised
area with the ability to trigger coordinated multi-agent safet

behaviors and the continuous analysis of current traf 1
safety.

When the extended digital twin dfrovidentia++ will be
available a thorough evaluation will be performed to evaluatg,

[14]
[15]

if the achieved perception accuracy and real-time capabilities
are sufcient to avoid over-conservative safety envelopes

for the road-users. In addition, rural intersection areas wit,
vulnerable road users like bicycles and pedestrians will be
included in future experiments.

We propose that an ITS equipped with such a safety guapc?]
can be used for test and validation of AD-vehicles. Even
the development phase of new ADS functionality might bét®l
supported by ITS based safety guards: given a safety-box
within the vehicle, sitting in between the AD-development

system and the vehicle actuation system which intervenes if0
the ITS safety guard detects a dangerous situation.
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